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Application No. 
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Applicant(s) 

VOLPERT, THOMAS R. 


Examiner 
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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1 308. 

1 . ^ This communication is responsive to 12/14/2007 . 

2. lEI The allowed claim(s) is/are 1.3.5-9.21-23.25-31.34.35.38.41-44.48-50.53.56-59 and 62 . 

3. □ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) Dan b)nSome* c) □ None of the: 

1. n Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. O Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 

INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1) □ hereto or 2) □ to Paper No./Mail Date . 

(b) □ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 

attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 



Attachment(s) 

1 . M Notice of References Cited (PTO-892) 

2. □ Notice of Draftperson's Patent Drawing Review (PTO-948) 

3. □ Information Disclosure Statements (PTO/SB/08), 

Paper No./Mail Date 

4. □ Examiner's Comment Regarding Requirement for Deposit 

of Biological Material 



5. n Notice of Informal Patent Application 

6. □ Interview Summary (PTO-413), 

Paper No./Mail Date . 

7. ^ Examiner's Amendment/Comment 

8. □ Examiner's Statement of Reasons for Allowance 

9. ^ Other Amended Claim Listinq . 
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This action is in response to the communication filed on 12/14/2007. 
EXAMINER'S AMENDMENT 
An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
Scott McKeown on Feb. 26, 2008. 

The apphcation has been amended as follows: 

Please replace the current claims with the amended claim listing beginning on the 
following page. 
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Claim 1 (Frevioasly Presented); A roethod of encrypting an inp-at data stirag indndiiig a 
pl^}lrs!li^y of Mts <?f trksri ' data vt-idi a processing device c^smmiunicafiveiy coupled to a memoty 
hmtig exemtable instnj ^ons stored thsrein whidh cm&& the processing dmic^ to implement a 
meliiOd of ancrjfption, ffle meaod oOmprisiag: 

w-eiviKg tfce iapp. data string for ©aotyptiou at the processing device; 

provi^Bg a ooiitiol code mde:s in the rawnory, tlie control code index being defisDsd pyipr 
to enciyptioxa at tite prod sssing device, the eojitrol oods iadex inci^jdins s piwaliiy of control 
codes each defining ective oi4ers of a bit combinations of bicar)' dat^ tbe respectit^ ord^ 
of bit combinations of e^ch control code defining control code segments; 

detet-mitiiixg m order in vMch. lo qu^' the presence of escfe of 2^ different configurations 
of n bits mthin the input data stting, the detetmmed order being selected witlxout my analysis of 
tite input data string; 

Kletmfyjtjg a a^nirol code associated with the determined order using tlie oonuol code 

index; 

geneiatiiig a fKi-si ^on. code Rising the identined control code in cooperation with a positioa 
cods ro^atine a'ssociated : vitb the identified control code to deteiinine positionjs of each of tlie 2^ 
diffk'aBt configuratiotss > jf n bit5 in the mpnt data iftring by comparnig the 2^ different 
configarations of n bits )Vitiiin the input data stfiftf wifij a first otiC of the control code segtnsots 
of fee identified control code to identiiy which n bit segments of ihe input data string coirespoad 
to & fiitt n bit segment within tlie control code, cotnparmg ax^ditional ones of the control code 
segments ia a serial fasbion to previously unidfintiiied ones of the n bit segments of the input 
data string, co:rc&pondoac-cs to the control code segment compaiisons resulting in o-atpnt values 
dictata-j by the position code rontiije which defines the generated position code; and 
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ciSisibiaiBg the i(|aitified control code and the generated position code as componeuts of 
a encrypted data string 



Claims 2 (Canceled). 



Claim 3 (Previoilsly Presented): 
comprises selecting a 



The method of Claim 1, wherein detemiining an order 
predetermined order. 



Claim 4 (Cancel £fd). 



Ckira 5 (Previoi sly Presented); Hie method of Claim I, further comprising; 
di vidirig mpiM data string into a plurality of blocks of data. 



Claim 6 (Previoi 
within each of the plurality 
jtiumber generator. 



Clsiin 7 (PrevioHsly Presented); 
string into a plwality of plocks 
each of the plurality of b|locks 



iiisly Presented): The method of Claim 5, wherein the moraber of bits 
of blocls of data is individually determined in response to a random 



i: The method of Claim 5, whsein dividing the input data 
of data, i»cludes deteumning the individual number of bits within 
of data in accordance with a rde set. 
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Claim S (JPrevioiosly Presented): 
aplmalityofbiock 
each block code indicating 



Claim 9 (Previously Presented); The metihod of Claim 8, StrfliOT comprising: combining 
each of tie pliirality of b!loek codes with the identified control code and fee gmerated position 
code for the assocdated block of data. 

Claims 1 0-20 (C^uceled), 



c input 



Claim 21 
a plurality of bits 

receiving tbc 

providiag a 
the control code index 
bit combinatiooSj 
defining control code 

deteunining an 
of n bits within the inpu^ di 
the input data string; 

identifying a 



i; The method of Claim 5, further comprising: generating 
associated with aplyrality of blocks of data of the input data string, 
the number of bits within the associated block of data. 



(Previojtisly Presented); A metiiod fox encrypting aa input data string, including 
data, the method comprising: 
data string for enciyption; 
cootsjol code index, the control code index being defined prior to encryption, 
idciuding a plurality of controi codes each defining respective ordew of n 
of bine ry data the respective orders of bit combinations of eadi control code 



segment?; 



oi-der 



ia which to query the presence of each of 2" different configuTBtions 
lata string, the detennined order being selected wititiout any analysis of 



control code assodated with the determined order using the controi code 
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getieratmg & pos|tioa code using the identified control code in cooperation with a position 
code routine associated ^mih tlie identiiied control code to determine positions of each of the 2^ 
differeat configjirations )f ti bits in m input data steig by comparing the 2" different 
configaration.s of n bits i nftsm the input data string mth a first one of fee control code segments 
of the ideatified control jode to identify which n bit segments of the input data string correspond 
to a fcst n bit segjnoit ujitMn the control code, comparmg additional ones of the control code 
segm«Qts in a serial fasMoK to previouslyunidentified ones of &e n bit segments of the input 
data string coxTespondeiices to the control code segment comparisons resulting in oytput values 
dictated by tlie position ssode routine which defines die generated position code; and 

combining the id aitified control code and the generated position code as components of 
an encrypted data string, 

Claim 22 (Previc usly Presented); The method of Claim 2 1 , further comprising 
arranging tiie data string into a plurality of data blocks, 



Cla-m .23 (Previf 

mpm da!.a strmg, itichidi 
rece.tv;.r.ig xkij inp 
prondmg a 00 
including a pluraliry o 
binary data, the respecti^ e 



sly Presented): A computer readable storage medixim including 
tlorjs that cause a computer to implement a method of encrypting an 
g a piursHty of bits of binary data, the method comprising: 
t data string for encryption; 
code index that 13 defined prior to encryption, the control code index 
f cbntrol codes each defining respective orders of n bit comWnatiotts of 
orders of bit combinations of each control code defining control code 



.trol c 
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order 



determiinmg an 
of n bite witMn the inpai 
the input data string; 

identifying a 

index; 

generating a 
codexoutine associated 
2* different confignratioiKi 
coafigumtions of n bits 
of the identified csontrol 
to a first n bit segment 
segments in a serial 



in which to query the presence of each of 2" different configurations 
data string, the detmninsd order being selected witbont any malysis of 



conlro! code associated -with the detmnined order tising the control code 



dictated by tlie position 

combining the 
an encrypted data string. 



Claims 24 (Cant^Ied). 



Claim 25 (Cuirest 
computer program instn^ctions 
whfflrein determining an 



code using ae identified control code in cooperation a position 
jvifh tbe identified control code to determine the positions of eadi of l3ie 

of n bits in the inpBt data string by comparing the 2'' different 
within the input data string with a first one of the control code segments 
ixjde to identify which n bit segments of the input data string correspond 
Ti^thin the control code, comparing additional ones of the control code 
to previously unidentified ones of ^hi n hit segments of the input 
tees to &e control code segment comparisons resulting in output values 
eode routine which defines tihe generated position code; and 
idfattified control code and the genauted position code as components of 



tJy Amended): The computer readable storage mediiim includixig 

of Claim 23,^1 
&rder inclndes selecting a predetemiined order. 
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Claim 26 (Cuireitiy Am^ded); Hie tangible coraptiter readable storage medium of 

Claiai 23, ^fe^aK-^s^s-ose-a-ei^ssif^si^^ c-ov-opHsing; 
dividing, the; Input Smxa String into a pluralits' cjf blocks of data. 

\ 

Claim 27 (Cuxre^tly tended): The corauputer rea^dabie storage metjitim of Claim 26, 

dividing die input data string into a 

plurslitj- of block?; of dds. includes dstenriining the individual number of bits within each of the 

I 

plurality of blocks of d^t^j. in response to a rjindom number generator. 



Ciaixu 2S (Ciuxeatly Araended); The eoinputer readable storage medium of Claim 26 
tkfjJH;'ai*'je^ir^*fH<¥^s*k>M'^^ dividing the input data string into a 

plurality of blocks of da®, iuclisdes detsnninijjg sl^e individual number of bits within each of the 
plurality of blocks of dal a in accordance witSi a rule set, 

C\\mx 29 {Ci^Tentiy A:r.:rrided); 1 iie coiqputer readable storage medium of Claim 26 
lk5t -^5stfet'-*-v<j»BfMteH^4^^ 4x Hmk<fd ft liSrein determining an order further comprises: 

de^cani/.ipv^ a f.i-n >.\d<?r associated ^'^idi a first block of data and determining a second 
crd'vi a^Si^Ov,u^c^' :>!: a ^^\mc b\-^'l oi data viK^^nliie first order is different than the second 
order. 

Claim 3 0 (Cmwtiy A^riejjded); Th.^ computer readable storage medium of Claim 26 

k wherein the computer program instructions iurtha- 



Application/Control Number: 09/888,316 
Art Unit: 2131 



Page S 



generating a phijality of block codes associated with a plurality of blocks of data, eacli 
block code indicating thi nraiber of bits ^v-ithin the associated block of data. 



ClaiT?) .-5 ] (CurreiHy i\ifieiided); Tlie comp'uter readable mmge medium of Claim 30 
4*%«j*^^^„?-!5i«*^fH^iH^4s^:*5-F^«sj whesTCin the compute program mstmctiom furSier 

^.omhhdtxs. HiC si^^ch of the pi and sty of bk)ck codes with tlie idsnttied oontroi code md 
the s.5;n«rat<?d pcsitiOii code for tli« iiSiiociat^jd block csl da»&. 

ChiimH 32-33 (Caaiscekd). 

Claim 34 (Currently Amsandod): Ths compute: readable atomge medium of Claim 2^ 
a j flit|>l« 9 Qt;> t <t ' !n! tefeedr'Wh^ia idmli^ying the control code includes 



that cause a computer to. 

randomly selecting the c satroi code m s tmd<m umber gmemtor, 
m Older osmg a rale setj 



Claim 36-37 (Cowled). 

Claim 38 (Cuire4Sy Amended): The computer readable storage inedium of Clscim g3 

>r^^hmm detenraning the order in wfcdcl^ to query 
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Tbe pres«3ce of each of 2" diffeteot configuratiom of ii bits of binaiy data within m hxpnt data 
string inciiides detenrnamg the oMor in wJiich to query the presence of escfe of 4 different 
configurations of 2 bits mMn m mpnt data smng. 



Claim 39-40 (CEaiceled) 

i U^^-) II iO<3rr^Tt1\ ^a'^.e^iiffsl,* v-omputer readable storage meditjm cfCbim 2.*? 
4fers«~<^s^^5^s-^!~«*»*^^ the ocmpmer prograni instrucdoa furdiesr 

ccmrnsc ■pQvtonaiVig & t^V^xct c\cnp*5o;v ot thf ?o^i■'s>pted date string. 



<'\\ixxi 42 {Ciuttt''^' X'-'^^^'kitKl) Th<e Cv.n^j'iiter readable storage medium of Clazrs 41 
* ro-m|>Bt<!>s' cncr>piiig the cn.cT>p:ed data steg 



pfovidiag m € 



Clato 43 (QwMtly Arriaided}: The c<3mp»ter readable storaf e medium of Claim 41 
to^^ e ' e - e#mpijt ^- ^# fe|» l6 m^ta--ia €f^e4rwhemn enorj'ptmg fee encrypted data stiing 



dsstenmning 
of n bits within the input 

jdeiitifyiixg a 
code index each control 



sioii key Mying t fim sel^ted aumber of bits; md 

Iteetion feet^vsen the §Rciyptio» key mS. the mccypted data siring. 



wMefe to qiasry the pr«sea«e of each of 2^ dilfemit coufigurationf 
data string; 

comrol code assodated with the dsterniined ordeoc usiag fee coaft-ol 
I ;ode defining respective oixJers of n bit oombiaatiom of binary data; 
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jiiifjeKitin?; a pos5f\>n <^>^fe J^srag th& tflentifisd control code in cooperation with a position 
coife roudae m$od&A xvitb rjr< .^i^^nttf o^i ton^iol code to decernains pt^sitions of edch of tiie 2" 
different conngurjitloas i^t a xii ±c ir,pi;t data string by comparing tlic 2" different 
cOiif;rtX55&aons of ^lis ujpnr o<n-s st^u^? X'i-^tb *b<* as<;ociated 7* bit configyratjos'' of the ^denttiied 
ccaSxoi code, the corr^pan^^n^ roMilting m *vji*put values dictated fey tfe« po'sitton code routine 
wMcix ddfises tlie geaerasMpositioa cods; aad 

conibining ihc svx.itid identified OTntrol cidp aiid the s?cor.d fo^ejat^-d position code to 
create a diffei-ertt enct^pied version of tiie encrypted, data string. 



Claim 44 (Cai-i-ssijtly Aineiided): Hie computer readable storage medium of Claim 25 

l-#«efe0irw1s««ixi sek<Siag a pre<3et«nnined order iticludes 



sclectirig a default order. 



(Canceled). 



Claini 4S (?rg vio'ysly Presetited); Tfce method of Claim, 1, wherein identifying &e 

i * 

voay ol code iiidudt>s j^domly selecting the control code via ^ raitdom aiimber generator. 



i?Utnr> >;^Prc\\>|^1y Preieuted): Tfie method of Claim 1, wherein detenuimng m order 
include? gerxi^-idsug fti. c|d^»r usme; a rule set. 



Cia.mi >0 dn:> Pre:»ent«d): llie method of Claim S> wherein detsi-jjiimng m order 
Lochidea detcarmioisg a nrst order a^soaated wjtJi a first block of dati tod detefmtotag a second 
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order associated with a 
order. 



slecond block of data whereiii iJie first oides is different than the second 



Claim 51-52 (Caiceled), 



presence o 



Claim 53 (Previ* 
in which to query the 
data string includes dd^fflinln; 
configurations of 2 bits 



■cjusly Presented); The method of Claim 1, wherein determining the order 
of each of 2" differ^t configurations of n bits within an input 
[g the order in which to query the presrace of each of 4 different 
within an input data string. 



Claim 54 (Canceled). 

Claim 55 (Cmcdt-d). 

Claim 56 (Pre-vio^ly Presmted): The method of Claim 1, fiiither comprising: 
perfeiming a farther enctyption of tiie encrypted data string, 

Claim 57 (Previot^ly Presented): The method of Claim 56, wherein performing a further 
encr>ption of fibe e»ayi4ed data string, fiathcar comprises: 

providing an encryption key having a first selected nvimber of bits; and 
performing an XOR ftinction between the encryption key and the encrypted data string. 
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Clmm 58 (Previc usly Presmtsd): The mefliod of Ciaim 56, wh<srem perionniag a further 

ena^pticffi of tiie enorji^ed data, fur&er eompos«s; 
I 

detenBiitlng m oparin wMch to qmsj the presence of Qi2^ diSbraftt corifigaratioiis 
of n hits withlti the input data string each ctjntrol code defining rsspeqtiw orders of n Mt 
combinations of biaary c ata; 

identilying a second control code associated with the d«emim«d order asmg the control 
code index; 

gercterciTiiig a position code mmg the sdsnt-fied control code in coopmticn vvith 3 positioin, 
cod« routine as^s-.'vie^cd the identified control code to dctoriBias positiotis of oscb of the 2" 
di *r^-r«nt CL*afiguni!.^>tis ol n bits ia tiic input data striiig compat nig the 2' ditTsren* 
coofiguratioiss cf die- "r.pJi;^ data string with the associated 2° bit configurations of the identified 
ujtitro: code, dit i,'cnipj{n5=> u*^ rcsidfting in otitput vshift<; dictate^i by the ytosstion code routine 
■s*.'hjch defines the genenri\l position code; and 

co3r.biaiag th? sdxnsd identified code snd the second gesierated position code to «a-eate a 
ditrererit erscT>pi^ v ersion of the enci->pted data string. 



ClmD: $9 (Fre-v-ici^isly ?^^sented): The method of Clairo 3, wherein selecting a 
predetermined order iricl,i.3.dos selecting a default order. 

Claims 60-61 (Creeled). 



Claim 62 (Cuirs^tl; 
Incfeding a pktrali^ 



y Amended): An electronic device for encryptliig m input data string, 
of hjits of biniury data, oomprisiag: 
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a processor c 



to receive the icptit data string for encryption; 



3 iTiCiiisOiy vonfig'vircd to include a control code index, the contitJl code index being 
dc^iitirti pnor to I'ncn-pti >o by the processor, the control code index including a plurality of 
Wiitiol codes, the contrvl codes h%-4n$ coiresponding values each defning respective orders of n 
bit oosGbiRatiOB? of bixiaxy dats- ths^ respecTivft orders of bit ojmbinations of each control code 
deiirjirig u"?i5!,roI code ricj^ucrUt;, 

whet'di! xhc procc'ssc-r is op<^ab1y lisiked lo the memory for detennimiig upon reception 
of the input data string, order in which to query the presence of each of two 2° different 
configurations of n bits i^itUn the input data string, the determined order being selected without 
any analysis of &e input^data stdng, and identifies a control code assodated wi1li the detamiited 
order by access of ^e control code index, the processor gen^ating a position code, using the 
identified control code in ooopCTation with a positioii code routine assodated with the identified 
with the identified control code to deteimine positions of each of the two 2° different 
confi^rattons of n bits iL the input data string by comparing the 2" ditYtt-ent configurations of n 
bits within the input data string with a first one of the control code segments of the identified 
oontrol code to identify i be whidi n bit S6gra«its of the input data string correspond to a first n 
bit segment within the control code, comparing additional ones of the control code segoients in a 
serial fashion to previously unidentified ones of the n bit segments of fee input data string, 
correspondences to the Cantrol code segment comparisons resulting in output values dictated by 
the position code routine wliich deSoes the generated position code to combine the identified 
control code and the gen srated position code as components of an encrypted data string. 
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Reason's for Allowance 

The following is an examiner's statement of reasons for allowance: 
The closest prior art, De Maine (US Patent Number 3,656,178), disclosed an 
encryption/compression system similar in nature to the claimed invention, which included 
determining an order in which to query the presence of different configurations of bits within an 
input data block. De Maine further disclosed generating a position code based upon the 
determined order by identifying the location of the different configurations of bits within the 
input data block, in a serial fashion. However, the prior art, including De Maine did not teach or 
suggest determining the order in which to query the presence of the different configurations of 
bits without any analysis of the input data string, wherein segments of a control code associated 
with the determined order are compared to each segment of the input data which has not been 
previously identified, to generate the position code, in the specific combination of elements as 
claimed. As such, the claims distinguish over the prior art. 

Any comments considered necessary by applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 
fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 
Allowance." 

Conclusion 

Claims 1, 3, 5-9, 21-23, 25-31, 34, 35, 38, 41-44, 48-50, 53, 56-59 and 62 are allowed. 
Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MATTHEW T. HENNING whose telephone number is 
(571)272-3790. The examiner can normally be reached on M-F 8-4. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an apphcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Matthew Henning/ 
Assistant Examiner 
Art Unit 2131 
2/27/2008 

/Ayaz R. Sheikh/ 



Supervisory Patent Examiner, Art Unit 2131 



